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Revision History

| Date ‘ Rev | Changes By
11/10/2021 A e |nitial Release CB
03/15/2022 B e Bootloader Function CB

o Updated baud rate.
Removed Set Remote Key Injection Timeout command.
Updated the keys pressed/sent by the Get Function Key command.
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1. Overview

IDTECH's SmartPIN L80 provides a compact, rugged, secure keypad interface for POS systems
requiring PIN and/or manual-entry capability. The device's 15-key layoutand optional built-in LCD
make it idealfor kiosks and other unattended applications.

For developmentof applications that communicate with the SmartPIN L80, please ask your ID TECH
representative aboutthe ID TECH Universal SDK for L80 (Windows), which contains libraries (DLLs),
C# source code,ademoapp,and documentation fora C# APl on Windows. By using the Universal
SDK, you cansave time developing hostapplications thattalk to the L80 via USB or RS-232 and take
advantage of many convenience methods (including encryption libraries) exposed via the high-level-
language API.

Low-levelaccessto L80 via firmware commands can be achieved via USB-HID or RS-232 (serial
connection). This manualdocuments the low-level commands used to control the L80 and provides
essentialinformation required for establishing a serial connection to the device.

1.1. Features

e PCl 6 certified

» 3x5layout: 0-9 numericalkeys, Cancel, Enter, F1, F2, F3, plus 32x128-pixel liquid crystal
display

e Functionkeys adjacenttothe LCD

* Onetri-color LED on the backof the L80 to display unit status

e MeetsADA, ANSI, and SO standards fora PIN Entry Device

e Audiofeedback

e Built-in gasketfor watertightmounting

e IP65ratedfor dustand waterresistance

» |IKO8rated forintrusion resistance

» Secureschemes forauthorized activation, installation, and injection of keys

* Low power consumptionwhenPIN padis in sleep mode

e Supportfor TDES encryption

» Master/Session & DUKPT key management

e Supports multiple key slots, which can store fifteen (15) DUKPT keys and twelve (12) 2048-
bit RSA public keys as X.509 certificates

e Encryptedtextand cleartextentry

e RoHS and REACH compliant

e One-yearmanufacturerwarranty

e Minimum 1,000,000 keystroke operations

e Firmwareis easilyupgradedinthe field via the serial communicationinterfaces
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1.2. Agency Approvals
e FCCClassA

o (E

e RoHS

e REACH

e VCCI
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2. Specifications

Hardware

Interface

USB-HID, RS-232 (serial)

PowerSupply

USB power supplied by host cable USB-HID mode or AC-adapterin
RS-232 mode

PowerConsumption

Run mode: <200 mA
Sleep mode: 2.5 mA
Stop mode: 0.5 mA

Physical

Length 93.5mm
Width 60mm
Depth 26.4mm
Weight 111.5g
LCD Screen

Dimensions (in pixels) |

128 (width) x 32 (height)

Environmental

Operating Temperature

-20°Cto 70° C

Storage Temperature

-40°Cto80° C(-40°to 176° F)

Operating Humidity 15% to 95%, non-condensing

Storage Humidity

IK Rating IKO8
IP Rating P65
Drop Test 4-footdrop

Wake-up time from sleep mode: <500 ms.
Wake-up time from stop mode *: <8 seconds.

2.1. LED Specifications

Thereis one tricolor (red, yellow, green) LED on the back of the L80 to display unit status. Looking at

the back of the L80, with the top (LCD end) up, the LED is onthe left side.

Any given color of LED light can have multiple meanings depending on the context; for details, see the

table under LCD and BeeperState Diagram.

" Stop Mode is a low-power version of Sleep Mode. It consumes less power than Sleep Mode but requires a soft

reboot to wake up from sleeping.
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2.2. Keypad Specifications

[~ g

Color: Numberkeys are Black C; Function keys (A) are blue Pantone 7700C; Cancelkey(B) is red
Pantone 032U; Enter key (C) is green Pantone 355U.

Layout: Alphanumeric characters printed on the keys. Tactile identifier on the numeralkey 5 (D)
meets ADA standards.
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2.1.L80 Dimensions

93. 50

5. 65 !
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3. Base Functionality
The section below describes the SmartPIN L80's base functionality.

3.1. PIN Pad Functions

PIN MK/SK, DUKPT Key Management.

TDES Encryption/AES encryption.

Compactkeylayout(3 x 5 layout: 0-9 numericalkeys, Cancel, Enter, F1, F2, F3).
Supports encrypted textand cleartext entry.

Low power consumption when PIN padis in sleep mode/stop mode.

PCI-PTS 6.x certified.

3.2. Interface Functions

The L80 supports both USB-HID and RS232 interfaces.

3.2.1. RS232

Baud rates supported: 2400, 4800, 9600, 19200, 38400, 115200 bps
Databits: 8

Parity: Odd, Even, or None

The COM defaultsettings are initialized to: 38400, 8, 1, & None

3.2.2. USB-HID

PID: 0x4660 for LCD model, 0x4661 for non-LCD model
VID: 0xOACD

3.2.3. Key Injection Functions

Compatible with FutureX SK19000 HSM for PIN Key Injection.

Cancommunicate with HSM using the key injection protocolfor unattended products.
Supports ID TECH remote key injection based on TR-31.

3.2.4. Asymmetric PKI-RKI

Asymmetric PKI-RKI functionis compatible with Local POS Computer (LPC) for PIN DUKPT Key, PIN
Master key, Pairing BDK key.

Communicates with Local POS Computer (LPC) via R$232 port
Communicates with Local POS Computer (LPC) via USB port
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3.3. Low-Power Modes
The L80 features two low-power modes: Sleep Mode and Stop Mode.

3.3.1. Sleep Mode
While using the RS232 interface, Sleep Mode is controlled by a timeoutafterthe L80 is idle for a
specified time (defaultis 120s). While using the USB interface, Sleep Mode is controlled by the USB
suspendand resume signals. Sleep Mode is used for battery-operated and solar-powered systems. It
reduces powerconsumption toa much lowerlevel (<2.5mA for all connection types) than full-power
mode (200 mA) but leaves the device able to be woken up by key press or communication from the
host.

3.3.1. Stop Mode
Stop Mode is controlled by the application through a specific command. Stop Mode reduces power
consumption to the lowest possible level (<1mA). An L80 in Stop Mode canonly be wokenup by a
physicalkey press.

3.4. Bootloader Functions
The firmware can be upgraded via USB/RS-232 port (Baud rate is 38400).

For detailed information, please refer to document P/N 80000420-001, Bootloader Firmware
Specification (/57).doc.
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4. Installation and Pairing
The following sections describe how to install and mountthe L80, as well as how to pair it with a

\VVP5300 or VP5300M reader.

4.1. Equipment Checklist
Verify that you have the following hardware for installing the SmartPIN L80:
e SmartPINL80 (P/N 80180003-51)

e M3 nutx4andnutsleeves
e |STtoRJ11 cable(P/N80180213-50) or JST to USB cable (P/N80180215-51) or JST to

RS232 cable (P/N 80180216-50) or JST to JST cable (P/N 80171267-50)
e A VP5300 or VP5300M card reader

4.2. Initial Security Inspection

Uponreceiving the device, the merchantoracquirer must perform a visualinspection:
1. Checkthe device package, make sure the sealed tamper-evidencetapis not broken.
2. Checkthe tamperevidence physicalseals, make sure theyare intact.

IDT=CH
Model Name:SmarPIN L80 REV.53
: IDPB-406600

Model NO D
00 O
SIN: 1347786201
(VT

H/W:80180002 Country of Origin : Taiwan

3. Checkthe appearance of device to make sure thereisn'tany overlay or hole on the device.
4. Checkthe device label. Make sure the HW ID is 80180001 or 80180002, both of which are

approved by PCI SSC.
5. Poweron the device andread the firmware version from the LCD. Make sure the firmware

versionis SmartPINL8O FIW/ /1.00.xxx.S
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6. ObservetheLCD, LED, and buzzer,and make sure the device is not in tampermode. If the

deviceis in tampermode, the device behavioris:

SmartPIN L80 w/o LCD SmartPIN L80 w/ LCD

LCD

N/A

Fatal Error

Buzzer

Buzzing noise

Buzzing noise

LED

Red

Red

4.3. Mounting

Use the provided cutouts to mount the device using M3 nuts and screws or equivalent (shaft

diameter3mmor0.12 inch).

Note: The head of the screw should be greaterthan 5.5mm, and less than 9mm. For best results, use
a washer (with outside diameter greaterthan 0.27 in. or 7 mm, less than 0.35 in. or 9Smm) under the

screw head.
4XR0. 50
—
r “ |
o OO - |
OO0 0O
OO0 o
OO0 0O
QOO |
J
55 I
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4.4. PIN Pad and MSR Pairing Solution

The steps below describe how to pair an L80 and MSR device.
4.4.1. Step 1: Send the Send MSR KSN for Pairing to the L80
First, use the Send MSR KSN for Pairing command to send the Pairing MSR KSN from MSR device to
the L80.
Command Name: Send MSR KSN for Pairing

Command Body:
75 4610 00 +[20 bytes ASCII KSN]

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM

02 00 75 46 10 00 + [20 bytes ASCII KSN] 03

Output Hex String:

Response Example

STX | Len | Len Response Body LRC | CHK | ETX
Low | High SUM

02 51 00 06 +[80 bytes TR-31 Block Version B 03

Encrypted PAN Encryption Key], or 15 + failure
information (see below)

Response Body:

06 + [80 bytes TR-31 Block VVersion B Encrypted PAN Encryption Key] or 15 07 00: No BDK of
Pairing MSR Key, Or

15 07 03: Pairing Failed, Or

15 07 04 —MSR Pairing Key Other Error

Note:
e BDKof Pairing MSR Key will generate a Pairing DUKPT Key according to the KSN. PAN
Encryption Keyis arandom number.
e Encrypted PAN Encryption Key Array is encrypted by Pairing DUKPT Key.
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4.4.2. Step 2: Send the MAC to the L80
Use the Send MAC for Pairing command to pass the MACto the L80.

Command Name: Send MACfor Pairing

Command Body:
75 46 10 01 + [20 bytes ASCII KSN] + [6 bytes ASCII MAC]

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 00 75 4610 01 + [20 bytes ASCII KSN] + [6 03
bytes ASCII MAC]
Response Body:
06 (OK, the L80 device saved the new PAN Encryption Key)
or
15 07 03: Pairing Failed
or

15 07 04: MSR Pairing Key Other Error

4.5. Updating L80 Firmware via Serial-to-USB cable

The steps below describe the process for updating L80 firmware via the Universal SDK Demo.

Note: Before you begin, contactyour D TECH representative to receive the mostrecentL80
firmware. Download the ZIP file and extractit to your computer.

1. Connectthe L8O to your PCvia either USB or serial port.
2. Downloadandinstall the latest USDK Demo from the ID TECH Knowledge Base (if you cannot
accessthelink, please contactsupport).
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3. Openthe USDK demo from the Windows Start menu.

_= SDK Demo: LEO:USB-0 SDK: 2.1.3.240 / App: 2.1.001.165 - O X

Connection  Utilities L80:UsB-0

e IDT=CH

Value through Innovation

F1
COMMANDS Results: L 8 ?
_ 1 2 3 F3
i.. RKI Request
Cancel 0 Enter Back

Log:

Execute Command Clear Logs

13:57:15.468 Connected L30
SDK Default Device = L80

4. UnderDevice,select Update Device Firmware, then click Execute Command.

ice A~
- Send Data Command

- Firmware Version

- Reboot Device

- (Get Key Status

- St Date/Time

- (3et Date/Time

- Enter Stop Mode

- Set Sleep Mode

- PKI RKl (Demao)

- PKI REl (Production)

- Set RKI URL

* i..Send PAE Command

B Pin

-- Config v

N e

o Execute Command

5. Navigate toand selectthe L80 firmware youdownloaded earlierand click Open.

6. TheL80 will rebootand enterthe bootloader,at which point the SDK demo begins updating
the device.

7. Whenthe firmware update completes, the L80 will rebootagainand the USDK demo will
prompt Firmware Update Successful.
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5. LCD, Beeper, and LED States

The section below describes the L80's LCD screenand LED and beeper behaviors.

5.1. LCD and Beeper State Diagram

» PK:Public Key(ManufactureKey)
»  FK:Firmware Key
= NK:Numeric Key CV:CheckValue
» DTV:Date & TimerValue

Device State

Definition

LCD Display Message

Beeper State

LED auxiliary indicator

and DTV loaded
successfully

Unit prepared to
load DUKPT Key or
Master Key

Loading ... Master Key
Loading...

Deactivation No PK, FK, CV, LineO: Fatal Error Fast beeping Steady Red
NK, and DTV Other line:
Starting/Battery/BAT&Tamp
er/FirmwareCheck/Tamper/
Other
The second line describes
the cause of de-activation
Load Important | Need to load PK, Load Check Value & Related Slow beeping Steady Red
Data State FK, CV, NK, and Key
DTV
Activation Activation Ready Not beeping o If legallyininstall
PK, FK, CV, NK, State: Steady Orange
and DTV loaded
successfully
No DUKPT Key or
Master Key
Load Key State | Activation Refer to Refer to Key o If legallyinlinstall
PK, FK, CV, NK, XX DUKPT Key Loading Note State: Steady Orange

Suspend for
Get PIN

Activation

PK, FK, CV, NK
and DTV loaded
successfully

GET PIN more than
120 times per hour
by MKSK

Line0: SUSPEND
Other lines: Get PIN

Other lines describe the
cause to suspend

Not beeping

¢ If not set user
passwords: Blink
Yellow

o |f setuser passwords:
Steady Yellow

o If legally Install State:
Steady Green
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Device State Definition LCD Display Message Beeper State LED auxiliary indicator

Activation2 Activation Ready Not beeping ¢ If not set user
PK, FK, SCV, passwords: Blink
NK, and DTV Yellow
loaded successfully e If setuser passwords:
At least DUKPT Key Steady Yellow
or MKSKis loaded ¢ Blinking Green after
successfully loading LCL-KEK
e Steady Green after
loading PIN/DATA key

5.2. Other LCD State for PIN function

| State LCD Display Message Note

Checking Firmware Firmware Checking...

Get Encrypt PIN Line 0:XXXxXxxxx
Line T:xxxxxxxx

Get Numeric Line 0:xxxxxxxx The Message and Plaintext Numeric Display is
Line 7:Xxxxxxxx defined by Command.

Get Numeric Line 0:x000000(x The Message and Star Display is defined by
Line 000K Command.

Suspend Line 0: SUSPEND
Line1: PWD ERR

Modify default password Please input one password Modify two groups' default passwords to user
AL passwords.

Please input new password

R

Please input new password again

R 2k

Please input another password

R b

Please input new password

R b bt

Please input new password again

06k %%

Checking Firmware Firmware Checking...

Get Encrypt PIN Line O:XXXXXXXX
Line 7:XXXXXXXX

Suspend Line 0: SUSPEND Get Encrypted PIN under MKSK more than 120
Line 1: Get PIN times per hour.
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5.3. Beeper Tone

| Name Tone Note
Normal Tone Beep tone once
Complete Tone Beep short tone 2 times
invalid Tone Beep short tone 3 times

5.4. Tamper and Failed Self-Check Indicators

The SmartPIN L80 displays the following indicators when it has been tampered or has any of the
otherfollowing internalissues, suchasan expired certificate, missing key, or similar fault discovered

during a self-check.

LIODLSCraEm

WidENES i b[@

Indicator Tampered Status

Solid Red

Otherlssue Status
Solid Red

LCD Display Message

Line O: "Fatal Error"
Line 1: "Tamper"

Line O: "Fatal Error"
Line 1: "Firmware Check"

Buzzer(builtin)

Alarm Tone

Alarm Tone
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6. Firmware Commands
The following sections list the L80's firmware commands.

6.1. NGA Command and Response Format

The L80 uses NGA protocolcommands and responses in general communication. The formatis:
<STX><Len Low><Len High><Command Body/Response Body/Notification
Body><CheckLRC><CheckSUM><ETX>

Where:
» <STX>is 0x02 and <ETX> is Ox03

» <Len Low><Len High>islengthof<Command Body/Response
Body/Notification Body>

¢ <CheckLRC>is LRC(8-bit XOR) of all data bytesin <Command Body/Response
Body/Notification Body>

+ <CheckSUM>is SUM (8-bitSUM)of <Command Body/Response
Body/Notification Body>

o ResponseBody:<Response Status>+ [<Response Data>]

<Response Status>:statusof the response. 1 byte. NAK: 0x15

ACK:0x06

<Response Data>:mainresponse string.

If <Response Status>is ACK:More bytes needed.

If <Response Status>is NAK:Response datais Error codes (2 bytes).
Nextsectionlists <Command Body>, <Response Body>,and<Notification
Body> detailed.

O O O O O O
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6.2. General Firmware Commands
The section below details general firmware commands for the L80.

6.2.1. Get Firmware Release Version
The Get Firmware ReleaseVersion command retrieves the release version number forthe L80's
currentfirmware.

Command Body: 78 46 01

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 78 4601 3F | BF 03

Output HexString: 02 03 00 78 46 01 3F BF 03

Response Example

STX | Len | Len Response Body LRC | CHK ETX
Low | High SUM
02 25 |00 06 <Firmware VVersion String> 3A | 74 03

Return HexString: 02 25 00 06 49 44 20 54 45 43 48 20 53 6D 61 72 74 50

49 4E 20 4C 31 30 30 20 46 69 72 6D 77 61 72 65 20 56 31 2E 30 30 3A
74 03

<STX><length byte low><length byte high><ACK>ID TECH SmartPIN L80 Firmware \/1.00
<LRC><SUM><ETX>

6.2.2. Get Internal Firmware Version
The Get Internal Firmware Version command retrieves the internal version number for the L80's
currentfirmware.

Command Body: 78 31

Response Example

STX Len | Len Response Body LRC | CHK ETX
Low | High SUM

02 25 00 06 <Firmware Version Number>

Return Hex String:

Response Body: 06 + K21Version Number + 0xOD + MAXQ firmware version
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6.2.3. Get Serial Number
The Get Serial Numbercommand retrieves the L80's serial number.

CommandBody: 78 46 02

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 78 4601 3C | CO 03

Output HexString: 02 03 00 78 46 02 3C CO 03

Response Body:

06 + 10 bytes ASCll code Serial Number
or

15 62 00: No Serial Number

Response Example
STX | Len | Len Response Body LRC | CHK | ETX
Low | High SUM
02 0B 00 06 <10-digit serialnumber> 03

Response Hex String: 02 0B 00 06 36 31 36 54 35 36 38 39 34 32 67 39 03

<STX><len low><len high><ACK><10-byte serialnumber><LRC><SUM><STX>The LRC and
SUM will obviously depend on the modelnumber.
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6.2.4. Get Model Status
The Get Model Status command retrieves the L80's current model status.

Command Body: 78 46 20

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 78 46 20 1E | DE 03

Output Hex String: 02 03 00 78 46 20 1E DE 03

Response Body: 06 + ModelStatus

Response Example
STX | Len | Len Response Body LRC | CHK | ETX
Low | High SUM
02 0D 00 06 <modelstatus> 03

Response HexString: 02 0D 00 06 49 44 50 42 2D 36 30 32 34 30 30 4D 79
CB 03

<STX><len low><len high><ACK><modelnumber><LRC><SUM><STX> In this example, the
modelnumberis IDPB-602400M.

6.2.5. Reset
The Reset command performsawarm restarton the L8O0.

Command Body: 78 46 49

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 78 46 49 77 | 07 03

Output Hex String: 02 03 00 78 46 49 77 07 03

Response Body: 06 (and LRC and SUM are 06)

Note:
e TheL80 will Reset (restart; warm reboot) afterit responds ACK.
e Thisis the HighestPriority Command inthe device exceptfor Key Loading State.
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6.2.6. Get Status for Key
The Get Status for Keycommand retrieves the status fora specified key.

Command Body: 78 46 25

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 78 46 25 1B | E3 03

Output Hex String: 02 03 00 78 46 25 1B E3 03

Response Body:

06 <2-byte Block Length><KeyStatusBlock1><[KeyStatusBlock2]> ... <[KeyStatusBlockN]>
or

15 <Error Code>
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Response Example

STX Len Len Response Body LRC | CHK | ETX
Low | High SUM
02 06 <Block Length Low><Block 03
Length High><KeyStatusBlock1>
<[KeyStatusBlock2]>...
<[KeyStatusBlockN]>

Response Hex String Example:

If one device supports PINDUKPT Key, 12 PIN MasterKey (Slot is 0-11), 1 PIN Session Key, PCl
Pairing BDK Key (include HSM KEK DUKPT Key).

The response:

06 18 00 <00 00 00 00> <01 00 00 01> <02 00 00 00> <05 00 00 0O>

<06 00 00 00> <08 00 00 01> <20 00 00 01> <21 00 00 00> <22 00 00 00>
<23 00 00 00> <24 00 00 00> <25 00 00 00> <26 00 00 00> <27 00 00 00>
<28 00 00 00> <29 00 00 00> <2A 00 00 00> <0A 00 00 00> <OC 00 00 01>
<0D 00 00 00> <14 00 00 01> <30 00 00 01> <31 00 00 01> <32 00 00 01>
<F0O 00 00 01> <41 00 00 00>

Indicating that: Host PINpad Master DUKPT Key does not exist, currenthost PIN DUKPT Key exists,
Data DUKPT Key does notexist, MAC DUKPT Key does not exist, CR-PINpad Master DUKPT Key
does not exist, currenthost PIN Master Key (Slot 0 and Slot 1) exists, currenthost PIN MasterKey
(Slot 2~11) does not exist, PCl Pairing BDK Key does not exist, RKI-KEK (Admin DUKPT Key) exists,
Pairing MSR BDK Key does not exist, HSM KEK DUKPT exists, MACDUKPT Key exists, PIN Pairing
Key exists, Data Pairing Key exists, Standard PIN Session Key exists, Desjardins PIN Session Key
does not exist.

| Key Name | Key Index and Key Name
Host-PINpad Master DUKPT Key 0x00
PINDUKPT Key 0x01
Data DUKPT Key 0x02
MACDUKPT Key 0x05
CR-PINpad Master DUKPT Key 0x06
PIN MasterKey 0x08, 0x20~0x2A
PCl Pairing BDK Key O0x0A
RKI-KEK (Admin DUKPT Key) 0x0C
Pairing MSR BDK Key 0x0D
LCL-KEK (HSM DUKPT KEY) Ox14
CR-PINpad MACDUKPT Key 0x30
PIN Pairing DUKPT Key 0x31
Data Pairing DUKPT Key 0x32
Standard PIN Session Key OxFO
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| KeyName

Key Name
Desjardins PIN Session Key

Key Index and Key Name

Ox41

<key slot>: 2 bytes. Range is 0: 9999 (If key has not Slot, the value is 0x00 0x00, if key slot is
1000, the value is 0x03 OxE8)
<key status>: 1 byte:

o 0: NotExist

o

1: Exist
OxFF: Key Stop (Only VValid for DUKPT Key)

6.2.7. Get Key Status
The Get Key Status command retrieves the status fora specified key.

Command Body: 78 46 30

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 78 46 30 OE | EE 03

Output HexString: 02 03 00 78 46 30 OE EE 03

Response Body: 06 + PIN DUKPT Status + PIN Master Key Status + PIN Session Key Status
+ Account DUKPT Key Status + Account DUKPT Key Status + RKI-KEK (Admin DUKPT Key)
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Where:
Key

PIN DUKPT Key

Status

0: None.

1: Exist
OxFF: STOP

Note

PIN Master Key

0: None
1: At least Exist a Master
Key

Standard PIN Session Key

0: None.
1: Exist

Desjardins PIN Session Key

0: None.
1: Exist

Account/MSR DUKPT Key

0: None.
1: Exist
OxFF: STOP

Does not support this key.

Always 0

Account/ICC DUKPT Key

0: None.
1: Exist
OxFF: STOP

Does not support this key.

Always 0

RKI-KEK (Admin DUKPT Key)

0: None.
1: Exist
OxFF: STOP

Data DUKPT Key

0: None.
1: Exist
OxFF: STOP

MAC DUKPT Key

0: None.
1: Exist
OxFF: STOP

If the L8O has not beenkey-injected, the response appearsin the following format:
02070006000000000000060603
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6.2.8. Get Remote Key Injection Timeout

The Get Remote KeyInjection Timeout command retrieves the L80's current RKI timeout.

Command Body: 7852 01 01

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 04 00 78 5201 01 2A | CC 03
Output Hex String: 02 04 00 78 52 01 01 2A CC 03
Response Body: 06 78 01 01 02 <Timeout_H><Timeout_L>
Response Example
STX | Len | Len | Response Body LRC CHK | ETX
Low | High SUM
02 |07 |00 785201010200 CO BC 42 03

Output Hex String: 02 07 00 06 78 01 01 02 00 CO BC 42 03

In this example, the timing value is 0x00CO (192 seconds).
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The Set Date & Time commandsets the L80's date and time.

Command Body: 78 53 01 50 06 <Date Time>

6.2.9. Set Date & Time

Command Example

STX Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 0B 00 78 5301 50 06 39 | F3 03

03

Year
Month
Date
Hour
Minute
Second

Where: <Data Time>is 6 bytesdata:Year,
Month, Date, Hour, Minute, Second
Item

Value Area (BCD Code)

00~99
01~12
01~31
00~23
00~59
00~59

Output Hex String (example): 02 0B 00 78 53 01 50 06 16 05 20 10 30 56 39 F3

Response Body: 06

Note:

The Get Date & Time command retrieves the L80's currentdate and time.

If currentDate/Timeis2014/08/23 15:24:59,<DateTime>shouldbe14 08 23 15
24 59 (BCD Code).

The command always valid in Activation IDLE State.

2000/01/01 00:00:00 is the base time; device will rejectattempts to set this value.

6.2.10. Get Date & Time

Command Body: 7852 01 50

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 04 00 78 5201 50 7B | 1B 03

Output Hex String: 02 04 00 78 52 01 50 7B 1B 03

Page|30



Response Example
STX | Len | Len Response Body LRC | CHK | ETX
Low | High SUM
02 0B 00 06 78015006 16 05 1013 16 19 36 |42 03

Output Hex String: 02 0B 00 06 78 01 50 06 16 05 10 13 16 19 36 42 03
Which is STX, 2 length bytes, ACK + 7801 50 06 + <Data Time>

Where: <Data Time>is 6 bytesdata: Year, Month, Date, Hour, Minute, Second.
Forexample:16 05 20 10 26 01

Note: The commandis always valid in Load Important Data State & Activation IDLE State.

6.2.11. Enter Stop Mode

The Enter Stop Mode command sends the L80 into Stop Mode.

Command Body: 78 46 72 01

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 04 00 78 4672 01 4D | 31 03

Output HexString: 02 04 00 78 46 72 01 4D 31 03

Response Body: 06

Note:
1.

2.

Sends the L80 into Stop Mode. In this mode, the LCD display and backlightare off. Stop Mode
reduces power consumption to the lowest possible level. Only a physicalkey press can wake
up anL80 in Stop Mode.

An L80 cannotenter Stop Mode from Bootloader mode or Diagnosis mode, and cannot
perform the following operations: Get PIN, Get Numeric, Get Function Key, Get PIN for Pro,
Displayand GetKey for Pro and Active PINpad, Activate/Deactivate Passwords, load cert,
load key, and load importantdata for PINpad mode.
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6.2.12. Set Enter Sleep Mode Time
The Set Enter Sleep Mode Time command sets the L80's timeout period (the period after which the

L8O, if idle, goestosleep); the defaultis 120 seconds.

CommandBody: 78 46 71 <TimeH><TimelL>

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 05 00 78 46 71 <TimeH><Timel> 62 | 5C 03

Output Hex String: 02 05 00 78 46 71 01 2C 62 5C 03

<TimeH><TimeL>:Entersleep mode time. After TimeH*256+TimeL seconds, device enters Sleep
Mode.

Response Body: 06.

Note:
1. SleepModeis controlled by a timeoutafterthe L80 is idle for a specified time.
2. SleepMode reduces powerconsumptiontoamuch lower level, but the device remains
capable of being woken up by key press or communication from the host.
3. Bootloadermode, Diagnosis mode, Get PIN, Get Numeric, Get Function Key, Get PIN for Pro,
Displayand GetKeyfor Pro and Active PINpad, Activate/Deactivate Passwords, load cert,
load key and load importantdata for PINpad cannotenter sleep mode.
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6.3. Bootloader Commands
Whenthe L80 enters the Bootloader, the deviceis in the “Waiting State” with “Bootloader..." inLine O
of the LCD display. In this state, the device canonly receive the Get Version command. The expected
response is the Bootloader version.

The L80 canreceive the Get Version command and all Data Blocks commands:

e |fthe L8O successfully receives GetVersioncommand, itrespond with “Bootloader”
characters.

e [fthe 80 successfullyreceivesa Data Blockcommand, it verifies the block data format,
version, and signature.

e Ifverificationis OK, the L80 copies the blockdata into the Application Area and responds ACK.

e If verification producesanerror, the L80 responds NAK with an error code and waits for the
block data again. If one data block continuously fails three times, the L80 erasesall
applications and responds NAK with an error code, then waits for the first data blockin the
Bootloader state.

If the Bootloadertimes out (30 seconds), and if the applicationis not modified, the L80 returns to the
old application; otherwise the L80 erasesallapplications and existin the Bootloader state.

6.3.1. Enter into Bootloader
The Enter into Bootloadercommand sets the L80 into the bootloader state.

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 78 46 7A 4952 46 57 00 00 00 00 00 00 00 LE |70 03
00

Output HexString: 78 46 7A 49 52 46 57 00 00 00 00 00 00 00 00

Response Body:
06: Device has the function
15: Device does not have the function.
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6.4. Other PIN Pad Group (Task) Commands

The section below details commands related to the L80's PIN pad.

6.4.1. Get Encrypted PIN
The Get Encrypted PIN command retrieves the encrypted PIN from the L80.

Command Body: 75 46 07 <KeyType><PAN (Account#)><LCD len><LCD Command format>

Command Example
STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 15 00 75 4607 01 3034 37 3631 3733393030 3D | EB 03
31303130303100

Output HexString: 02 15 00 75 46 07 01 30 34 37 36 31 37 33 39 30 30 31
30 31 30 30 31 00 3D EB 03

Where:
o <Key Type>: 1 byte:
o 0x00: MKSK-TDES External Plaintext PAN
o 0x01: DUKPT-TDES or AES External Plaintext PAN
o 0x10: MKSK-TDES External Ciphertext PAN

o Ox11: DUKPT-TDES or AES External Ciphertext PAN
[<PAN (Account#)>]: Externalaccount:
e If PEKis TDES, 16 bytes ASClI code for digital (0x30: 0x39)
e [If PEKis AES, 1 byte Len+ (12~19) bytes ASCII code for digital (Ox30: 0x39)

<Key Type> is 0x00 or 0x01, the PAN is Plaintext (Removal detection enable valid), 16 bytes.

<Key Type>is 0x10 or 0x11, the PAN is Ciphertext (Removal detection enable valid, Ciphertext PAN is
encrypted by PAN Encryption Key from pairing, uses PAN Encryption Keyas Key, use 8 bytes0 as |V,
TDESand CBC encryptthe Plaintext PAN Format (24 bytes) to get 24 bytes Encrypted PAN).

<LCD len>:1 byte. Itis the length of LCD Command format.

<LCD Command format>: 1~16 bytes ASClI code Display Message.

Response Body:
e 0x06 forsuccess,or0x15 Error Code if is not successful.
e Waiting for PIN entry. And:
o If Get Encrypted PIN with DUKPT Key under Triple DES: 06 + 20 ASClI code KSN + 16 ASCII
code Encrypted PIN block
o If Get Encrypted PIN with MKSK:06 + 16 ASCII code Encrypted PIN block
o If Get Encrypted PIN with DUKPT Key under AES: 06 + 24 ASCll code KSN + 32 ASClI code
Encrypted PIN block
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Note:

If Get Encrypted PIN using Plaintext PAN:

o IfthePlaintextPAN is an error, the responseis 1507 02

If Get Encrypted PIN using encrypted PAN:

o Ifthereis no BDK of the Pairing MSRKey, the responseis 1507 00

o Ifthereis a BDK of the Pairing MSR Key, but pairing is notimplemented successfully, the
responseis 15 07 01

If pairing is implemented successfully, but the Encrypted PAN is an error, the response 15 07 02

o 1507 00: No BDK of the Pairing MSR Key

o 1507 01: Have BDK of Pairing MSR Key, Not Pairing with MSR (No PAN Encryption Key)

o 150702: PAN Error

o 1507 03: Pairing Failed

o 1507 04: MSR Pairing Key Other Error

If related key was not loaded, response 15 04 00

If PINDUKPT Keywas STOP, response 15 73 00

The device supports both standard and Desjardins session keys, butonly one of the session keys

atatime. Ifthe standard session keyis loaded, the device will avoid Get PIN in 90 secondsif the

Get PIN operationis successfully executed. If a Desjardins session key is loaded, the device will

accepta GetPIN operationupto 120 timesin an hour.

If MKSK GetPIN operationis executed to the maximum times, the device will response 15 72 00

Wait 30 Seconds, the PIN Len defaultis 4~12

Per 20 Seconds, if the PIN lengthis not zero, the PINis clear

Whena numeric keyis pressed, the L80 increases the "*" displayed on the LCD if the Total PIN

lengthis lessthan 12. Line 1 displays:

o If Enter 2 numeric:**

o If Enter 12 numeric; ** et

Whenthe Backspace keyis pressed, the L80 decreases the "*" displayed onthe LCD if the Total

PINlength is not O.

When the Cancelkeyis pressed, the L80 displays the cursoron the LCD if the Total PIN length is

not O, or the L8O quits the work state.

When CancelCommand s sent, the L80 quits the work state.
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6.4.2. Get Numeric with Display Message
The Get Numeric with Display Message command gets the numbers entered on the PIN pad and
displays them on the LCD.

Command Body: 75 46 08 & <Len><Flag><Display Message String><256 bytes Signature>

Command Example

02 FA4BE3151B93(CD059D57 2A88 83
3AB50E 73 C370 2556 4E 38 77 B8 B4 F2
AF 4565 DC198A BASFE10499 F382F5
48 253D CB8F 70 A9 22 B1 4606 1A AE A4
AA4CEB OABE 77 ABBO9 DA 4CC5 C467 6E
9E ACSA 2C45436C5B9C D18AALETFD
712354 B7 7F 68 CO 52 4A 31 F5 D4 C4 6A
C7358694COFOF639 239E ES FE5367

A1D4FOOE B3BC 2C51 C1F95F 80 F498

00 A648 7B 12 23ED B112D504 3BEE 71
48 F5B6F81C 00 819D 6F 18 6C 69 6C C9

2D 800244 5C8B 629D F4 5D D7 BF F8 37
86 3CDC19F8 15FCC6 E12E 8491 8E 92

54 FAEO CF 1E95 A8 16 52 7DOF 1C 25 3A
80 1A5592AD 01 CD 6B 5B CD 7B 15 30 4C
670123 2D 90 BCC687 2ACD 65A2 9393
55 CA 1980 72 FE84 07 95 89 3E F5B3 0B
EC3054 7FD768B19ED9 A6 1978 B6 D1
65 0A 74

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 oD 01 754608 08 00 41 42 43 44 45 46 47 48 83 29 |19 03

FA
38
CB
c4
68
67
B1
80
2E
92
A2
68

4B
77
8F
67
Cco
Al
12
02
84
AD
93
Bl

E3
B8
70
6E
52
D4
D5
44
91
01
93
9E

Output Hex String: 02

15 1B
B4 F2
A9 22
9E AC
4A 31
FO OE
04 3B
5C 8B
8E 92
CD 6B
55 CA
DS A6

0D 01 75 46 08 08 00 41 42 43 44 45 46 47 48 83 02

93 CD 05 9D 57 2A 88 83 3A B5 0OE
AF 45 65 DC 19 8A BA 9F E1 04 99
Bl 46 06 1A AE A4 AA 4C EB 0OA BE
9A 2C 45 43 6C 5B 9C D1 8A A4 E1
F5 D4 C4 6A C7 35 86 94 CO FO Fo
B3 BC 2C 51 C1 F9 5F 80 F4 98 00
EE 71 48 F5 B6 F8 1C 00 81 9D 6F
62 9D F4 5D D7 BF F8 37 86 3C DC
54 FA EO CF 1E 95 A8 16 52 7D OF
5B CD 7B 15 30 4C 67 01 23 2D 90
19 80 72 FE 84 07 95 89 3E F5 B3
19 78 B6 D1 65 OA 74 29 19 03

73
F3
77
FD
39
A6
18
19
1C
BC
0B

C3
82
AB
71
23
48
6C
F8
25
Cé6
EC

70 25
F5 48
B9 DA
23 54
9E E9
B 12
69 6C
15 FC
3A 80
87 2A
30 54

56 4E
25 3D
4C Cb
B7 TF
FE 53
23 ED
C9 2D
Cé6 E1
1A 55
CD 65
7F D7
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Where:
<Len>: 1 byte, is the length of Display Message String
<Flag>: 1 byte, is Display Option of Line2

BitO =0:
o Whena numeric keyis pressed, the L80 increases the display with thatnumber on the
LCD if the Totalnumeric lengthis less than 16
o Whenthe Backspace keyis pressed, the L80 decreases the display with the last number
on the LCDif the Total numeric lengthis not O.
BitO = 1:
o Whena pressnumeric keyis pressed, the L80 increases the display of “*” on the LCD if
the Totalnumeric lengthis less than 16.
o Whenthe Backspace keyis pressed, the L80 decreases the display of “*" on the LCD if
the Totalnumeric lengthis not O.
Bit1 = 0: Outputnumberfor numeric key, 'C’ for Cancel,'E’ for Enter, when key is pressed
Bit1 = 1: Output ™' for numberkey, ‘C’ for Cancel,'E’' for Enter, whenkey is pressed

Bit1 settingis valid only afterthe outputmode is setto 1. Referthe descriptionin
<Display Message String>: 1~16 bytes, need be ASClI code.

Note: The Display Message displaysin Line1 of the LCD.

<256 bytes Signature>is the signature of <Len><Flag><Display Message String>by Secure Message
RSA Key using RSA-PSS verification algorithm. This field only exists for L80 devices with LCD screens.

Response Body:

0x06 forsuccess,or0x15 Error Code if not successful.

Waiting for Numeric entry. And 06 + n ASCll code Numeric (nis 1~16).

For Example:enter 7 numerickeys:25 789 06, responseis 06 32 3537 38 39 30 36.

If the set output contentcommand (75 46 25 01) is executed, the upper response body will not
be output.

Note:

Wait 30 Seconds, The Numeric Lenis 1~16

Per 20 Seconds, if the Numeric length was not O, the Numeric would clearand will display a
cursoron the LCD.

Whena numberkeyis pressed, the L80 increases the numbers displayed on the LCD if the Total
lengthis less than the MaxLen.Line 1 display:

o IfEnter 2 numeric(12): 12 or **

o If Enter 16 numeric (1234567890123456): 1234567890123456 or ¥ttt

When the Backspace keyis pressed, the L80 decreases the numbers displayed on the LCD if
Total numeric lengthis not O.
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e Whenthe Cancelkeyis pressed,the L80 displays the cursoron the LCD if the Total numeric
lengthis not O, or the L80 quits the work state.

e Whenthe CancelCommandis sent, the L80 quits the work state.

e Theresponse bodydependsonthe command (7546 25). If the related parameteris not 0, the
response datais only the ASCII code for the key that has been pressed.

6.4.3. Display Message and Get Numeric Key

Command Body: 75 46 22 & <echo_flag><max_len><min_len> <display messagelen><display
message> <256 bytes Signature>

Command Example

48 2BO9AB6 F5 A9 A146 33 1EES BF A2 19
F78885CB B3EF B2 E56A 8BEAD3BA7E
BC42 05 41F293 B15CD23A5091D861
79 4046 36 80 CC 46 2CEBD3 04 7C60 3D
0B 7B 9C0OC 95 CD ABD4 D5 2F 27 A4 CA 29
4F 25 456CE0 18 E7 24 BCFOB8D0 18 76
6F 87 1D55E109B262 216A 1D AF37 03
2DE5F7 E488F6FCOC312A 29 21 68E2

8F 21 C4EF 62 5FCBA3FD119CDOE4 5B
80 7CF6 758294 DA 3510 67 E5E6 2F 45

4LF 25 6EE1 E3 F98763 A2 7CEB 53 20 64

97 A775 C2EA3FCFF4D1ED 52 A481E5
FFE7A056 FABD 19D796 3C9B 588C B6
0B99 052281 A4(C99FDB113C5C6C 7B
39344962 5A0D 3FAOE7 14 CAA89B B3
68 1E93 5F D6 6D C12B 3551 9F AD 0793
27 BBB61E04 C2E7 DF7F 02 43 F607 60

73 EE108F 7901 F80B 5D 3E96 (3 44 FA

58 310D 5A 04

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 OF 01 75 4622 00 OC 04 08 41 42 43 44 45 46 47 A7 | 8D 03
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2B

36

E2
35
A7
3C
62
AD

Output HexString: 02 OF 01 75 46 22 00 0C 04 08 41 42 43 44 45 46 47 48
8B EA D3 BA 7E BC 42 05 41 F2 93 B1 5C D2 3A 50 91 D8 61 79 40 46

A4 CA 29 4F 25 45 6C EO 18 E7 24 BC FO B8 DO 18 76 6F 87 1D 55 El
09 B2 62 21 6A 1D AF 37 03 2D E5 F7 E4 88 F6 FC 0C 31 2A 29 21 68

01 F8 OB 5D 3E 96 C3 44 FA 58 31 0D 5A 04 A7 8D 03

9A B6 F5 A9 Al 46 33 1E E9 BF A2 19 F7 88 85 CB B3 EF B2 E5 6A

80 CC 46 2C EB D3 04 7C 60 3D 0B 7B 9C 0C 95 CD AB D4 D5 2F 27

8F 21 C4 EF 62 5F CB A3 FD 11 9C DO E4 5B 80 7C Fé6 75 82 94 DA
10 67 E5 E6 2F 45 4F 25 6E E1 E3 F9 87 63 A2 7C EB 53 20 64 97
75 C2 EA 3F CF F4 D1 ED 52 A4 81 E5 FF E7 A0 56 FA BD 19 D7 96
9B 58 8C B6 OB 99 05 22 81 A4 C9 9F DB 11 3C 5C 6C 7B 39 34 49
5A 0D 3F A0 E7 14 CA A8 9B B3 68 1E 93 5F D6 6D Cl1 2B 35 51 9F
07 93 27 BB B6 1E 04 C2 E7 DF 7F 02 43 F6 07 60 73 EE 10 8F 79

Where:

<echo_flag>:

o Bit 0- 0:display numberfornumeric keyon the LCD

o Bit0- 1:display "*" for numeric keyon the LCD

o Bit 1- 0: Output numeric fornumeric key, 'C' for Cancel, 'E' for Enter, whenkey is

pressed

o Bit 1- 1: Output ™ for numerickey, 'C’ for Cancel, 'E’ for Enter, when keyis pressed
<max_len>:the maxlengthfor numeric display; maxlength cannotbe beyond 16
<min_len>: the maxlength for numeric display; maxlength cannotbe less than 1
<display message len>: 1byte, show the length of the latter messagedata
<display message>: several bytes, ASClI code, the message data that will displayed on LCD
<256 bytes Signature>is signature generated by Secure Message RSA key using RSA-PSS
verificationalgorithm. The Source datais from <echo _flag>to <display message>.

Response Body:

1.
2.
Forexa

0x06 forsuccess, or 0x15 Error Code if not successful.
Waiting for Numeric entry. And 06 + <len><keysO><keys1>...<keys16>
mple:enterinto 7 numerickeys:2 57 890 6, response is06 07 25 78 90 6F FF FF FF FF FF

FFFFFFFFFFFFFF

Note:
[ ]

Wait 30 Seconds, the Numeric Lenis 1~16
Per 10 Seconds, if the Numeric lengthis not O, the Numeric display would be clearand will
display the cursoron the LCD.
Whena numberkeyis pressed, the L80 increases the numeric display onthe LCD if the Total
lengthis smallerthan MaxLen.Line 1 display:

o If Enter 2 numeric(12): 12 or **

o If Enter 16 numeric (1234567890123456): 1234567890123456 qr *HHtotebebibitit
When the Backspace keyis pressed, the L80 decreases the numeric display on the LCD if the
Total numeric lengthis not O.

Page|39



e Whenthe Cancelkeyis pressed,the L80 displays the cursoron the LCD if the Total numeric
lengthis not O, or the L80 quits the work state.
e Whenthe CancelCommandis sent, the L80 quits the work state.

6.4.4. Display Message and Get Amount

The Display Message and Get Amount command displays the numeric message onthe L80's LCD and
getsthe amount.

Command Body: 75 46 23 & <flag><max_len><min_len><display message len> <display message>
<256 bytes Signature>

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 OF 01 75 4623 00 OC 04 08 41 42 43 44 45 46 47 A6 | 8E 03
48 2BO9AB6 F5AS A1 46 33 1EE9 BF A2 19
F78885CB B3EF B2 E56A 8BEAD3BA7E
BC42 05 41F293 B15CD23A5091D861

79 4046 36 80 CC 46 2CEBD3 04 7C60 3D
0B 7B 9C0OC 95 CD ABD4 D5 2F 27 A4 CA 29
4F 25 456CE018 E7 24 BCFOB8D0 18 76

6F 87 1D 55E1 09 B262 21 6A 1D AF37 03
2DE5F7 E488F6FCOC312A 29 21 68E2

8F 21 C4LEF 62 5FCBA3FD119CDOE4 5B
80 7CF6 758294 DA 3510 67 E5E6 2F 45

4F 25 6EE1E3F98763 A2 7CEB53 2064

97 A775 C2EA3FCFF4D1ED 52 A481E5
FFE7 AO56 FABD 19D7 96 3C9B 58 8C B6
0B99 052281 A4(C99FDB113C5C6C 7B
39344962 5A0D 3F AOE7 14 CAA89B B3
68 1E93 5F D6 6D C12B 3551 SF AD 0793
27 BBB61E 04 C2E7 DF 7F 02 43 F6 07 60

73 EE108F 7901 F80B 5D 3E96 (3 44 FA

58 310D 5A 04
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2B
8B
36
A4
09
E2
35
A7
3C
62
AD
01

Output HexString: 02 OF 01 75 46 23 00 0C 04 08 41 42 43 44 45 46 47 48

9A B6 F5 A9 Al 46 33 1E E9 BF A2 19 F7 88 85 CB B3 EF B2 E5 6A
EA D3 BA 7E BC 42 05 41 F2 93 B1 5C D2 3A 50 91 D8 61 79 40 46
80 CC 46 2C EB D3 04 7C 60 3D 0B 7B 9C 0C 95 CD AB D4 D5 2F 27
CA 29 4F 25 45 6C EO 18 E7 24 BC FO B8 DO 18 76 6F 87 1D 55 El
B2 62 21 6A 1D AF 37 03 2D E5 F7 E4 88 F6 FC 0C 31 2A 29 21 68
8F 21 C4 EF 62 5F CB A3 FD 11 9C DO E4 5B 80 7C Fé6 75 82 94 DA
10 67 E5 E6 2F 45 4F 25 6E E1 E3 F9 87 63 A2 7C EB 53 20 64 97
75 C2 EA 3F CF F4 D1 ED 52 A4 81 E5 FF E7 A0 56 FA BD 19 D7 96
9B 58 8C B6 OB 99 05 22 81 A4 C9 9F DB 11 3C 5C 6C 7B 39 34 49
5A 0D 3F A0 E7 14 CA A8 9B B3 68 1E 93 5F D6 6D Cl1 2B 35 51 9F
07 93 27 BB B6 1E 04 C2 E7 DF 7F 02 43 F6 07 60 73 EE 10 8F 79
F8 OB 5D 3E 96 C3 44 FA 58 31 0D 5A 04 A6 8E 03

Where:

<flag>: 1 byte. If O: outputactualvalue (ASCII) when press numeric key, ‘C’ for cancel key, 'E’
for enterkey whenkey is pressed. If 1: output * whenkey is pressed.

<max_len>:the maxlength for numeric; maxlength cannotbe beyond 15

<min_len>: the maxlength for numeric; maxlength cannotbe less than 1

<display message len>: 1byte, show the length of the latter messagedata

<display message>: several bytes, ASClI code, the message data that will displayed on LCD
<256 bytes Signature>is signature generated by Secure Message RSA key using RSA-PSS
verificationalgorithm.The Source datais from <Flag> to <display message>.

Response Body:

1.
2.

0x06 forsuccess,or0x15 Error Code if not successful.
Waiting for entering Numeric. And 06 + <len><keysO><keys1>...<keys14>

For example:enterinto 7 numerickeys:2 57 890 6, amountis 25789.06, response is 06 07 25 78
90 6F FF FF FF FFFF FF FFFF FF FFFF FF

Note:

Wait 30 Seconds, the Numeric Lenis 1~16
Per 10 Seconds, if the Numeric lengthis not O, the Numeric display clears and displays the
cursoron the LCD.
Whena numberkeyis pressed, the L80 increases the numeric display onthe LCD if the Total
lengthis smaller than MaxLen. Line 1 display:

o If Enter 2 numeric(12):0.12

o If Enter 15 numeric (12345678901245): 1234567890123.45
When the Backspace key is pressed, the L80 decreases the numeric display on the LCD if the
Total numeric lengthis not 0.
Whenthe Cancelkeyis pressed, the L80 displays the cursoron the LCD if the Total numeric
lengthis not O, or the L80 quits the work state.
Whenthe CancelCommand is sent, the L80 quits the work state.
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6.4.5. Get Function Key
The Get Function Key command retrieves the function key pressed on the PIN pad.

Command Body: 75 46 OB

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 75 46 0B 38 | C6 03

Output HexString: 02 03 00 75 46 0B 38 C6 03

Response Body: 06 + 1 byte ASCII code Func Key or 2 bytes ASCIl code Func Key.

Note:
e Wait 3 minutes.
e Whenthe Cancelkeyis pressed,the L80 Sends “C"
e Whenthe Enter key is pressed, the L80 Sends “E”
e Whenthe F1, F2, or F3 keys are pressed, the L80 Sends “F1","F2", or "F3"

6.4.6. Cancel Command
The Cancel command cancels one of the following operations on the L80: Get Func Key, Get

Encrypted PIN, Get Numeric,and Get Amount.
Command Body: 75 46 09

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 75 46 09 3A | C4 03

Output HexString: 02 03 00 75 46 09 3A C4 03

Response Body: Always 15 18 00
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The Set PIN Len command sets the L80's expected PIN length.

6.4.7. Set PIN Len

Command Body: 75 53 01 01 02 MinLen MaxLen

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 07 00 755301 01 02 MinLen MaxLen 03
Output HexString: 02 07 00 75 53 01 01 02 04 0A 2A DA 03
MinLenneedbe 4~12 MaxLenneedbe 4~12
MinLenneed be same orless than MaxLen
Response Body: 06
6.4.8. Get PIN Len
The Get PIN Len command retrieves the L80's currently set PIN length.
Command Body: 7552 01 01
Command Example
STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 04 00 755201 01 27 | C9 03

Output HexString: 02 04 00 75 52 01 01 27 C9 03

Response Body: 06 75 0101 02 MinLen MaxLen
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The Set Numeric Lencommand sets the L80's expected numeric length.

6.4.9. Set Numeric Len

Command Body: 75 53 01 02 02 MinLen MaxLen

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 07 00 755201 02 02< MinLen><MaxLen> 3E E4 03
Output HexString: 02 07 00 75 52 01 02 02 08 10 3E E4 03
MinLenneedbe 1~16 MaxLenneedbe 1~16
MinLen need be same orless than MaxLen
Response Body: 06
6.4.10. Get Numeric Len
The Get Numeric Len command retrieves the L80's currently set numeric length.
Command Body: 7552 01 02
Command Example
STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 04 00 755300 24 | CA 03

Output HexString: 02 04 00 75 52 01 02 24 CA 03

Response Body: 06 75 01 02 02 MinLen MaxLen
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6.4.11. Default PIN Pad Group All Setting
The Default PIN Pad Group All Setting command resets the L80's PIN pad group settings backto the

default configuration.

Command Body: 75 53 00

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 755300 26 | (8 03

Output Hex String: 02 03 00 75 53 00 26 C8 03

Response Body: 06

Thefollowing settings will be resetto their defaultvalues:

| Function Name DefaultValue
PIN Length Minis 4, Maxis12
Numeric Length Minis 1, Maxis16

6.4.12. Review PIN Pad Group All Setting
The Review PIN Pad Group All Setting command retrieves the current PIN pad group settings for

review.

Command Body: 75 52 00

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 755200 27 | C7 03

Output Hex String: 02 03 00 75 52 00 27 C7 03

Response Body: 06 75 02 01 02 <MinPIN Length><Max PIN Length>02 02 <Min Numeric
Length><Max Numeric Length>

6.4.13. Manual PAN Entry Support

The Manual PAN Entry Support command sets the PAN information the userenters during a
transaction.

Command Body: 75 46 06 <Para>
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Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 04 00 75 4606 07 32 | (8 03

Output Hex String: 02 04 00 75 46 06 07 32 C8 03

Where:
Parais 1 byte.
Bit |0 1
Bit0 | Userdoesnotinput CVV data. | Userinputs CVV data.
Bit1 | Userdoesnotinput ADRdata. | Userinputs ADRdata.
Bit2 | UserdoesnotinputZIPdata. | Userinputs ZIP data.
Response Body:

If arelated key (Data key or MACkey) was not loaded, the response is 15 04 00.

If aData DUKPT Keywas STOP, the responseis 15 73 00.

Uponcommand execution, the device firstdisplays “Enter PAN" and waits for the user to
enter PAN Data. The formatis: (Pre-PAN and Post-PAN is default value), which the LCD
displays when the userentersdata: (The Pre-PAN and Post-PAN Len defaultis four). The

whole pandatalengthis between 12~19:
111
1111****
1111********1111

If the user presses Enter, the device displays “Enter Valid Date” and waits for the userto

enterdate data. All four bytes should be entered, which the LCD displays on entry:

MM/ YY

11/vY

11/18
If the user presses Enter, due to command parameters the L80 outputs “Enter CVV" and
waits for the userto enter CVV data. The data lengthis three or four andis masked with “*".
If the user presses Enterafter entering CVV data, due to command parameters the L80
outputs “Enter Address” and waits for the userto enter ADR data. The data lengthis O or 20
and outputin plaintext. The user canalso press Enter to go onto the nextstep if no datais
entered.
If the user presses Enterafterentering ADR data, due to command parameters the L80
outputs “Enter ZIP code” and waits for the userto enter ZIP data. The datalength is O or 20
and outputin plaintext. The usercanalso press Enter to go to the next stepif no datais
entered.
The PAN datainput process waits three minutes and otherdata input processes waitone
minute.
Per 20 Seconds, if the PAN length is not zero, the PAN is clear.
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If the user presses Cancel, the L80 displays a cursoron the LCD if the total PIN lengthis not O,
or L80 quits the work state.
When the Cancelcommand is sentor the user presses Cancel, the L80 quits the work state.
The port outputs keyinformation during the whole operation. During the stepsin which the
userenters PAN and CVV, the output displays as ™' when numeric keys are pressed; plaintext
datais displayed during the other three steps. Canceland Enter output is displayed as ‘C’ and

'E'.

6.4.14. Real Time Key Press Support
This command sets outputdata contentfor the Get PIN, Get Numeric Key, and Get Amount
commands.

Command Body: 75 46 25 & <1-byte parameter>

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 04 00 75 46 25 07 1 E7 03

Output HexString: 02 04 00 75 46 26 07 11 E7 03

Where:

| Bits Description
bit 7 0: Device will output “06 57 46 50 47" Hex data when a key is pressed.
1: Device will not output any key event.
bit 6 ~ bit 3 | Reserved
bit 2 0: Whenthe Get PIN from Host command is executed, the device output

follows the configuration of bit 7; the L80 outputs the encrypted PIN

block when the Enter Keyis pressed.

1: When the Get PIN from Host command is executed, the L80 outputs
the related ASCIl code data whenakey is pressed ('0~9',/B','C’,'E’) and

sends the encrypted PIN block when the Enter Keyis pressed.
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Bits Description

bit 1 0: Whenthe Get PIN from CR command is executed, the L80 will not
output any key eventwhen a key pressed (a requirement for the
Spectrum Pro/VP5300) and outputs the encrypted PIN block when the
Enter Keyis pressed.

1: When the Get PIN from CR command is executed, the L80 outputs the
related ASCll code data whena key is pressed ('0~9',B’,/C','E') and sends
the encrypted PIN block when the Enter Keyis pressed.

bit 0 0: When the Get Numeric/Get Amountcommand is executed, the device
output follows the configuration of bit 7; the L80 outputs the whole
numeric key sequence when the EnterKeyis pressed.

1: When Get Numeric/Get Amountcommand is executed, the L80
outputs the related ASClI code data whena keyis pressed
('0~9'/B'/C''E') and will not outputthe whole numeric key sequence
when the Enter Key s pressed.

Note:
1. If the CancelKeyis pressed when no digits have been entered:
a. A GetPIN from Host/Get Numeric/Get Amountcommand willalways get a response
of 1519 00
b. A GetPIN from Pro command will always respond 06 56 46 AE 00 00 (a requirement
for the Spectrum Pro).
2. IftheEnter Keyis pressed when less than minimum valid digits entered, Get PIN from Host
and Get PIN from Pro commands will respond with nothing when output is enabled and will
respond with 06 57 46 50 when outputis disabled.
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6.5. Beeper Control commands
The section below details commands that controlthe L80's beeper.

6.5.1. Open / Close Beeper
The Open/ Close Beepercommand turns the beeperonand off.

Command Body: 75 46 01 01 <On/0ff>

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 05 00 75 4601 01 01 32 | BE 03

Output HexString: 02 05 00 75 46 01 01 01 32 BE 03

= 0x00: Off
= 0x01:0n

6.5.2. Beep According to Frequency and Duration
The Beep According to Frequencyand Duration command sets a beep by specified parameters.

Command Body: 75 46 01 02 <Fre1><Fre2><Fre3><Fre4><Dur1><Dur2><Dur3><Durs4>

Command Example

STX Len Len Command Body LRC | CHK ETX
Low High SUM
02 oC 00 75460102 4538 303343383030 35 79 03

Output HexString: 02 0C 00 75 46 01 02 45 38 30 33 43 38 30 30 35 79 03

e <Fre1><Fre2>is the firstand second nibble for the first byte of Frequency.
o <Fre3><Fres4>is the firstand second nibble for the second byte of Frequency.

If the Frequencyis 1000 (Ox03E8), <Fre 1><Fre2><Fre3><Fre4> will be Ox45 0x38 0x30 0x33.

The L80's beeperfollows the following specifications:
e Frequencyis more than 1000Hz and less than 20000Hz. 4000Hz tone will generate the First
Max Decibels sound.
e 6000Hz tone will generate the Second Max Decibels sound.
e <Dur1><Dur2>is the first and second nibble for the first byte of Duration.

Page |49



e <Dur3><Dur4> is the first and second nibble for the second byte of Duration.
e |fthe Durationis 200 (0x00C8), <Fre1><Fre2><Fre3><Fre4> will be Ox43 0x38 0x30 0x30.
Duration need be more than 16ms and less than 65535 ms.

Response:
e |f the Beeperis Off, the response 15.
e |ftheBeeperis On:
o IftheFrequencyiscorrect, the response 06. If Frequencyisincorrect, the response
15.

6.6. LCD Group (Task) commands

The section below details commands controlling the L80's LCD.

6.6.1. Clear Display
The ClearDisplaycommand clears the L80's LCD.

Command Body: 8A 46 01 <Control>

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 0C 00 8A 46 01 <Control> EA | 46 03

Output Hex String: 02 04 00 8A 46 01 FF 32 DO 03
<Control> O: First Line 1: Second Line

OxFF: All Screen

Response Body: 06
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6.6.2. Save Prompt Display

The Save PromptDisplaycommand saves a specified prompt (0-9) and a 16-character message.

Command Body: 8A 46 24 <Prompt><Message>

Where:

Command Example

<Prompt>: Promptnumber0-9
<Message>: Display message 16 char MAX((ASCII Code: 0x20~0x7F))

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 0C 00 8A 46 24 <Prompt><Message> EA | 46 03

Example shows Prompt 2, Message "******"

Output HexString: 02 0C 00 8A 46 24 02 2A 2A 2A 2A 2A 2A 2A

2A EA 46 03

Response Body: 06
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6.6.3. Display Prompt
The Display Prompt command displays a specified prompt.

Command Body: 8A 46 25 <Line><Prompt>

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 00 8A 46 25 <Line><Prompt> 03
Output HexString: 02 05 00 8A 46 25 00 01 E8 Fo6 03
Response Body: 06
6.6.4. Display Message
The Display Message command displays a specified 16-character message.
Command Body: 8A 46 26 <Line><1~16 Message>
Where:
e <Line>: Display line numberQor 1
e <1~16 Message >: Message (ASCII Code: 0x20~0x7F)
Command Example
STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 17 00 8A 46 26 <Line><1~16 Message> D2 | F6 03

Where:

<Line>: Display line numberOor 1

<1~16 Message >:Message (ASClI Code: 0x20~0x7F)

The example above sets the message "SmartPIN L80 Ready"

Output HexString: 02 17 00 8A 46 26 00 53 6D 61 72 74 50 49 4E 20 4C 31
30 30 20 52 65 61 64 79 D2 F6 03

Response Body: 06
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6.6.5. Default LCD Group All Setting
The Default LCD Group All Setting command resetsallthe L80's LCD settings to their defaults.

Command Body: 8A 53 00

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 8A 53 00 DS | DD 03

Output Hex String: 02 03 00 8A 53 00 D9 DD 03

Response Body: 06
Defaultvalues:
Function Name DefaultValue

Backlightof LDC On/Off  Off

6.6.6. Review LCD Group All Setting
The Review LCD Group All Setting command retrieves the currentL80's current LCD settings.

Command Body: 8A 52 00

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 03 00 8A 52 00 D8 | DC 03

Output HexString: 02 03 00 8A 52 00 D8 DC 03

Response Body: 06 8A 04 01 <Back Light Control>

Response Example

STX | Len | Len Response Body LRC | CHK | ETX
Low | High SUM
02 05 00 06 8A 04 01 <Back Light Control>05 01 88 |96 03
<TimerValue>

Output HexString: 02 05 00 06 8A 04 01 01 88 96 03
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6.6.7. Set Back Light of LCD On/Off
The Set Back Light of LCD On/0ff command controls the L80's LCD backlight.

Command Body: 8A 53 01 04 01 <Control>

Command Example

STX Len Len Command Body LRC | CHK ETX
Low High SUM
02 06 00 8A 5301040101 DC E4 03

Output HexString: 02 06 00 8A 53 01 04 01 01 DC E4 03

Where:
<Control>:
e 0:0FF
e 1:0N

Response Body: 06

6.6.8. Get Back Light of LCD On/Off

The Get Back Light of LCD On/Off command retrieves the current on/off state for the L80's LCD

backlight.
Command Body: 8A 52 01 04

Command Example

STX Len Len Command Body LRC | CHK ETX
Low High SUM
02 04 00 8A52 0104 DD E1 03

Output HexString: 02 04 00 8A 52 01 04 DD E1 03

Response Body: 06 8A 01 04 01 <Control>

Page |54



6.7. RS-232 Task Commands

The section below details commands that control the L80's RS-232 port.

6.7.1. Set BaudRate
The Set BaudRate command sets the L80's BaudRate.

Command Body: 70 53 01 4101 <ASClIChar>

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 06 00 70 5201 41 01 <Speed> 54 | 3C 03

Output Hex String: 02 06 00 70 53 01 41 01 36 54 3C 03

This example shows Speed as 0x36, the code for 19200 (see table below).

BaudRate ASCIIChar
2400 0x32
4800 0x33
9600 Ox34

19200 Ox36
38400 O0x37
115200 0x39

Response Body: 06
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6.7.2. Get BaudRate

The Get BaudRate command retrieves the L80's current BaudRate.

Command Body: 7052 01 41

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 04 00 70 5201 41 62 | 04 03
Output HexString: 02 04 00 70 52 01 41 62 04 03
Response Body: 06 70 4101 <ASClIChar>
Command Example
STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 05 00 06 7041 01 <Speed> 01 EF 03

BaudRate
2400
4800
9600

19200
38400
115200

Output HexString: 02 05 00 06 70 41 01 37 01 EF 03

ASClIChar

0x32
0x33
Ox34
0x36
0x37
0x39
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6.7.3. Set StopBits
The Set StopBits command sets the L80's StopBits.

Command Body: 70 53 01 45 01 ASClIChar

Command Example

STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 06 00 70 5301 45 01 31 57 | 3B 03
Output HexString: 02 06 00 70 53 01 45 01 31 57 3B 03
StopBits ASClIChar
1 0Ox31
2 0x32
Response Body: 06
6.7.4. Get StopBits
The Get StopBits command retrieves the L80's currently set StopBits.
Command Body: 7052 01 45
Command Example
STX | Len | Len Command Body LRC | CHK | ETX
Low | High SUM
02 04 00 70 5201 45 66 | 08 03
Output HexString: 02 04 00 70 52 01 45 66 08 03

Response Body: 06 70 45 01 + <ASClIChar>
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7. Error Codes

| Error Code Definition

0x0100 Log is full

0x0400 Related Key was not loaded

0x0500 Key Same

0x0501 Key is all zero

0x0502 TR-31 format error

0x0700 No BDK of Pairing MSR Key

0x0701 Have BDK of Pairing MSR Key, Not Pairing with MSR (No PAN Encryption Key)

0x0702 PAN is Error

0x0703 Pairing Failed

0x0704 MSR Pairing Key Other Error

0x0705 No Internal MSR PAN (or Internal MSR PAN is erased timeout)

OxOF00 Encryption or Decryption Failed

0x1800 Response for Cancel (Get PIN, Get Numeric, Get FunKey) command

0x1900 Response for Cancel Key Press in Get PIN / Numeric State

0x3005 Removal detection not active

Ox30FF Slave Chip is not connected

0x5000 Invalid Certificate

0x5001 Certificate is existed

0x5500 No RKI-KEK (Admin DUKPT Key)

0x5501 RKI-KEK (Admin DUKPT Key) STOP

0x5504 Validate Authentication Code Error

0x5505 Encrypt or Decrypt data failed

0x5506 Not Support the New Key Type

0x5507 New Key Index is Error

0x5508 Step Error

0x5509 Remote Key Injection Timeout (Latest Command is Timeout)

Ox550A MAC Error

0x550B Key Usage Error

0x550C Mode of Use Error

O0x550F Other Error

0x6000 Save or Config Failed / or Read Config Error

0x6200 No Serial Number

0x6900 Invalid Command: Protocol is right, but task ID is invalid

Ox6A00 Unsupported Command: Protocol and taskID are right, but command is invalid
Unsupported Command: Protocol and taskID are right, but command is invalid: In this

0x6A01
State

0x6BOO Unknown parameterin command: Protocol taskID and command are right, but
parameter is invalid

Ox6C00 Unknown parameterin command: Protocol taskID and command are right, but length is
out of the requirement.
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| Error Code Definition
0x7200 MKSK Suspend or press passwords Error Suspend
0x7300 PIN/MSR/ICC/ RKI-KEK (Admin DUKPT Key) is STOP (21 bit 1)
0x7400 Device is Busy
0x7500 Device is in diagnose mode
0x7600 Device is in Transparent Transmission mode
0x8100 Timeout
0x8200 Wrong operate step
0x9031 Unknown command
0x9032 Wrong parameter (In key loading process)
0x9042 Invalid HSM DUKPT Key
0x9043 Invalid MAC DUKPT Key
0x9044 Invalid PIN DUKPT Key
0x9045 Invalid PCl Pairing BDK Key
0x9046 Invalid DATA DUKPT Key
0x9047 Do not support this key
0x9053 Invalid Pairing BDK key
0x9051 Duplicate key detected
0x9052 Invalid Admin DUKPT Key
0x9054 TR31 check failed

Page|59



8. LCD Foreign Language Mapping Table

ID | Message ID Mapping English Ox454E Japanese/B ZAEE Ox4A41
Line 1 Line 2 Line 1 Line 2
0 | MSG_NEW_NULL
1 MSG_NEW_AMOUNT AMOUNT: £%E:
2 | MSG_NEW_AMOUNT_OK AMOUNT OK? Eof . Fia EELTTSLY
3 | MSG_NEW_APPROVED APPROVED ALERAY SETLELE
4 | MSG_NEW_CALL_YOUR_BANK CALL YOUR BANK h—F&2EIC ERLTTRSL
5 | MSG_NEW_CANCEL_OR_ENTER CANCEL OR BREES AN Fr=lEF vy
ENTER
6 | MSG_NEW_CARD_ERROR CARD ERROR A—FH ROEEATLE
7 | MSG_NEW _DECLINED DECLINED ALIBH TEFEHATLS:
8 | MSG_NEW_ENTER_AMOUNT ENTER AMOUNT ®E% ABALTTFEW
9 | MSG_NEW_ENTER_PIN PLEASE ENTER BEiIE % AALTTFEL
PIN
10 | MSG_NEW_INCORRECT_PIN PIN DECLINED EHIE-R=RAN FE->CLET
11 | MSG_NEW _INSERT_SWIPE_CARD INSERT/SWIPE CARD H—FEELA FIFRSAF
&
12 | MSG_NEW _CARD CARD h—k
13 | MSG_NEW _INSERT_CARD INSERT CARD h—F% ZLAAT RS
14 | MSG_NEW _USE_CHIP_READER USE CHIP h—k%E ZLRAATTEN
READER
15 | MSG_NEW_NOT_ACCEPTED NOT ACCEPTED AL AHY TEFEHFATLE
16 | MSG_NEW _PIN_OK PIN APPROVED IR o HRALEL:
17 | MSG_NEW _PLEASE_WAIT PLEASE WAIT... LIFEE< BFEL T
18 | MSG_NEW _PROCESSING_ERROR PROCESSING WEITS—
ERROR
19 | MSG_NEW _USE_MAGSTRIPE USE MAGSTRIPE H—FZERSA LTTFELY
ke
20 | MSG_NEW _TRY_AGAIN TRY AGAIN O —E BREVLWLET
21 | MSG_NEW _AUTHORIZING AUTHORIZING... IR TY
22 | MSG_NEW_TRANSACTION_ERROR TRANSACTION ERROR | FZ2H i3 I5—
v
23 | MSG_NEW_TERMINATED TERMINATED ALERAHY TSz ATLE:
24 | MSG_NEW_ADVICE ADVICE LI A TEFEHATLE:
25 | MSG_NEW_TIMEOUT TIMEOUT BALT IR LELE:
26 | MSG_NEW _PROCESSING PROCESSING... WIBRTY
27 | MSG_NEW _PIN_TRY_LIMIT_EXCEEDE | PIN TRY LIMITEX BREE S AN E ZiB@LEL
D fR
28 | MSG_NEW _ISSUER_AUTH_FAILED ISSUERAUTH —DH—KIF FRATEEEA
FAIL
29 | MSG_NEW_CONTINUE _PROCESS CONTINUE REBEHTET
PROCESS
30 | MSG_NEW_GET_PIN_ERROR GET PIN ERROR EHIE = I35—
31 | MSG_NEW _GET_PIN_FAILED GET PIN FAIL IR I5—
32 | MSG_NEW_NOKEY_GET_PIN NO KEY GET PIN ER=gi N HYUFEEA
33 | MSG_NEW_CANCELLED CANCELED E= " LELE:
34 | MSG_NEW_LAST_PIN_TRY LASTPIN TRY BB SEED (& 1 [EFET)
.%:‘
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9. Troubleshooting

The SmartPIN L80 PIN Padis designedto be reliable and easy to troubleshoot. The components
that may require troubleshooting include the power module (if applicable), the reader, and the serial

cable.

| Symptom
The L80 not activated

Possible Cause

Remedy

The L80 is in the de-activated
state (LED is red, device
beeping quickly)

e Thefirmware needsto be
downloaded forthe first
time.

e Physicaltamperis triggered
(deviceis not assembled).

e Batteryis out of power.

e Checkto make surethe
deviceis fully assembled.

e Use USDK-PKltoactivate
device.

LCD shows “Load Cert"”
(LED is red, device beeping
slowly)

Activation processis not
complete.

Use USDK-PKIto activate the
device.

The L80 not working with VP5300

Card Readercannotrequesta
Get PIN operation from the L80

The L8O is not paired with card
reader; the encrypted data
from card readercannotbe
decrypted successfully.

e Whenthe L80 connects
with the card readerforthe
first time, the card reader
should run the pairing
command toload keys to
the L80.

e Whenthe L80 is connected
to the cardreader, the user
should enterthe pairing key
sequence to pair the two
devices.

Page| 61



General Issues

L80 does not appeartobe
poweredon (no LCD or LEDs
arelit)

e Readernotpoweredon or
usingincorrectvoltage.

e Improperuse of internal
power supply provided for
the VP5300.

Checkcable connections or
replace with a known-
good cable.

Verify that power is on and
correctvoltage and current
are present.

Make sure thatthe power
provided s within the
specified range of the L80
PIN pad.

For more information,
referto Input Voltage
information under the
Electrical specification
section.

Replace the L80 with a
known-good device to
verify that the power
supply and wiring in the
installation are sound.

If you are unable to resolve the problem, please contact support@idtechproducts.com (sending an e-mail
to this address will automatically open a support ticket)

10. For More Information

» Tolearnmoreaboutthe SmartPIN L80 and other|D TECH products, visit the |ID TECH
Knowledge Base.

» Visitus online athttp://idtechproducts.com.

» Find more Tech Supportresourcesatthe |D TECH Tech Supporthome page orsendanemail
describinganyissues to support@idtechproducts.com.
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